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Abstract— As 4D extensions of 3D Gaussian Splatting (4D-
GS) emerge as groundbreaking techniques for dynamic scene
reconstruction and novel view synthesis in robotics and com-
puter vision, ensuring the security and trustworthiness of these
assets becomes crucial. While steganography has advanced sig-
nificantly in 2D and 3D media, existing methods are inadequate
for the complex, dynamic nature of 4D-GS representations.
To address this gap, we propose Hide-in-Motion, a novel
4D steganography method for hiding information through
deformation in Gaussian splatting. Our approach introduces
a composite attribute and a Decouple Feature Field for coarse-
to-fine deformation modeling and embedding implicit informa-
tion, along with an Opacity-Guided Adaptive strategy. Hide-
in-Motion overcomes the limitations of previous techniques,
enhancing both the robustness of embedded information and the
quality of 4D reconstruction. Extensive evaluations demonstrate
that our method successfully embeds and recovers implicit
information across various modalities while maintaining high
rendering quality in dynamic scenes. This work not only
advances copyright protection and secure data transmission
for 4D assets but also paves the way for enhancing the
security and integrity of 4D digital assets. Code is available
at https://github.com/CUHK-AIM-Group/Hide-in-Motion.

I. INTRODUCTION

Novel View Synthesis (NVS) is a crucial task in computer
vision and robotics, with wide applications in autonomous
driving and augmented reality. 3D Gaussian Splatting (3D-
GS)[1] has established itself as a prominent technique in 3D
rendering, offering superior quality and fast rendering speeds.
The 4D extensions of 3D-GS [2], [3], [4], [5], [6], [7] have
demonstrated significant success in effectively reconstruct-
ing complex dynamic scenes. These advancements present
unprecedented opportunities for enhancing robot training
data. As shown in Fig. [T(a), 4D Gaussian Splatting enables
the generation of diverse, high-fidelity synthetic scenes that
mimic real-world dynamics, significantly enhancing training
data for robotic systems. This capability is invaluable when
real-world data collection is challenging, dangerous, or eth-
ically constrained. Efficient rendering and manipulation of
these 4D scenes facilitate rapid generation of varied training
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Fig. 1: Typical Usage Case for Embedding Copyright into
4D assets: (a) Dynamic reconstruction with the collect videos
and deploy on robot, where robot makes motion planning
with the rendering at novel view and timestamp; (b) Claim
and protection of 4D assets copyrights, where we utilize the
information recovered by an information decoder, traceability
and security measures to safeguard 4D assets’ copyrights.

scenarios, potentially accelerating learning and improving
robotic model robustness across dynamic environments.

While 4D Gaussian assets hold immense value for
robot training and deployment, their creation demands vast
amounts of high-quality video data and significant com-
putational resources, raising critical privacy and ownership
concerns. These concerns underscore the importance of safe-
guarding the trained dynamic Gaussian models’ intellectual
property and confidentiality. As illustrated in Fig. [T{b), our
goal is to embed covert copyright information into these
4D assets, a stenographic pipeline which is essential for
establishing trust in robotic learning systems. This approach
creates a verifiable chain of trust from data creation to model
deployment, ensuring data authenticity and integrity—critical
for developing safe robotic systems while facilitating respon-
sible data sharing. By addressing ethical concerns through
embedded consent and usage restrictions, and concealing
covert information in 4D assets, we not only protect intellec-
tual property but also foster transparent, accountable robot
training paradigms, ultimately contributing to trustworthy
and ethically sound robotic systems.

Traditional steganography methods, whether in 2D or
3D, face significant limitations when applied to 4D repre-
sentations. 2D techniques focusing on least significant bit
manipulation or neural network-based decoding [8], [9], [10],
[11] are inherently incompatible with the complex 3D and 4D
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rendering processes. Similarly, traditional 3D steganography
methods employing Fourier and wavelet transforms [12],
[13] require complete 3D model access and fail to address
the dynamic nature of 4D-GS. Recent advancements in 3D
steganography, such as StegaNeRF [14], CopyNeRF [15],
and GS-hider [16], while innovative, present challenges when
extended to 4D scenarios. Direct application of these meth-
ods to 4D-GS can result in prolonged training and rendering
times, decreased rendering quality, or performance degrada-
tion due to the complex color modeling in dynamic scenes.
Consequently, existing 3D watermarking techniques are
inadequate for 4D-GS, necessitating novel steganographic
methods tailored to 4D Gaussian Splatting to ensure
robust and efficient information hiding in these complex
dynamic representations.

To address these challenges, we propose Hide-in-Motion :
a novel 4D steganography method. Building upon the dy-
namic modeling approach in [3], our method introduces an
extra composite attribute and a set of deformation decoders
for coarse-to-fine deformation modeling. We employ a Fea-
ture Gaussian Rasterizer to render a hidden feature map from
the composite attribute of each hit Gaussian, which a private
Hidden Decoder then processes to embed covert information
within the deformation modeling attribute. Experimental
results demonstrate that Hide-in-Motion effectively embeds
information in Gaussian deformations while maintaining
high rendering quality, with the private decoder successfully
recovering hidden data with minimal impact on visual perfor-
mance. Furthermore, our extended explorations reveal Hide-
in-Motion’s versatility in embedding implicit information
across various modalities, making it a robust solution for
secure and trustworthy robot training data protection.

In short, our contributions are outlined as: (i) We pioneer
the first steganographic method for 4D Gaussian Splatting
assets, enabling imperceptible and recoverable information
embedding in dynamic 4D representations for trustworthy
robot training. (ii) We introduce a novel deformation-based
information hiding technique using a composite attribute
and Hidden Decoder system, ensuring robust embedding
without compromising rendering quality. (iii) We propose
a Decoupled Feature Field and Opacity-Guided Adaptive
strategy to balance high-fidelity scene rendering and secure
information embedding in 4D-GS representations. (iv) We
validate our method through extensive experiments, demon-
strating high recovery accuracy of embedded information
while maintaining superior rendering quality in dynamic
robotic training scenarios.

II. RELATED WORK
A. Implicit 3D Representations for Dynamic Reconstruction

Dynamic reconstruction methods [17], [18], [19], [20]
based on Neural Radiance Fields (NeRF) [21] have been ex-
tensively explored, marking a significant advancement in the
field of 3D scene representation and rendering. D-NeRF[17]
uses a deformation network mapping scene deformations
of each ray to a common canonical space and a canonical
network for rendering. Nerfies[18] and HyperNeRF[19] use

a trainable latent code to get the deformation of each frame.
D?NeRF [20] utilizes a composite radiance field to separately
represent the dynamic objects and the static scene. These
methods have shown remarkable ability to capture complex
dynamic scenes, offering new possibilities for applications
in robotics and computer vision. However, due to the re-
peated query of each ray when rendering, these NeRF-based
methods suffer from slow rendering speed [22], limiting their
practical applicability in real-time scenarios such as robotic
navigation or augmented reality applications.

B. Explicit 3D Representations for Dynamic Reconstruction

4D extensions [4], [2], [6], [3], [5], [23], [24], [7] of
3D-GS [1], [25] have emerged with high rendering quality
and rendering speed for dynamic reconstruction, addressing
many of the limitations faced by implicit representations.
D3DGS[4] use a deformation network to obtain the offset
of dynamic Gaussians. 4DGaussian [2] utilizes the mutli-
resolution Hexplanes [26] to store the spatial-temporal state
of each Gaussian. STG [6] employs a collection of opacity
features alongside a polynomial function to model defor-
mation. E-D3DGS [3] introduces an additional attribute
for each Gaussian and utilizes a network to capture both
coarse and fine deformation aspects. These advancements in
dynamic reconstruction not only improve rendering quality
and speed but also offer promising potential for trustworthy
robot training, where accurate and efficient representation of
dynamic environments is crucial.

C. Steganography for 3D Representation

Steganography aims to embed hidden signals, such as
images, videos, and text messages, within containers and
to extract them accurately [27], [28], [29], [30], [31], [30].
Classic 3D steganography methods focus on using Fourier
and wavelet transforms [12], [13] to hide information directly
in explicit 3D representation (e.g. mesh). With the rise of
NeRF and 3D-GS, steganography methods for novel 3D
representations (NeRF and Gaussian) have emerged [14],
[15], [16]. StegaNeRF [14] uses a classifier-guided strategy
and finetune the pretrained model to encode watermark.
CopyNeRF [15] use a watermarked color representation for
encoding hidden message and distortion-resistant rendering
for decoding. GS-Hider [16] replaces SH coefficients with a
feature and recovers the rendering and hidden image from
the splatted feature map. However, due to the complexity of
4D scenes, these methods fail to embed hidden information
while ensuring the rendering quality.

III. METHODS

As shown in Fig. 2] the proposed steganography method
Hide-in-Motion embeds implicit information into 4D assets.
Deriving from the established principle of 3D-GS and the
deformation modeling (Sec. [[lI-A), we assign a composite
attribute for each Gaussian, enabling information hiding in
deformation (Sec. [[l[-B). We utilize a decoupled feature field
for dynamic scene rendering and implicit recovery (Sec. [[T[-]
[C). An Opacity-guided Adaptive Strategy is proposed in [[T[-]
D] to embed information in insignificant Gaussians.
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Fig. 2: Overview of Hide-in-Motion: (a) Steganographic Attributes in Deformation Modeling, by which a specialized
composite attribute for each Gaussian serves for both invisible information embedding and deformation modeling; (b)
Decoupled Feature Field for Steganographic Output, where a decoupled rendering design is used for simultaneously scene
rendering and hidden information recovery; (c) Opacity-Guided Adaptive Strategy, which steers copyright information
instilled in unimportant Gaussians, enhancing robustness while preserving visual quality.

A. Preliminaries of 4D Gaussian Splatting

3D Gaussian Splatting. 3D-GS [1] employs a collection of
Gaussians with various attributes G; = {X, 8;,q;, @, ¢; }
as 3D representation. X € R? is the mean value of the
Gaussian, scaling factor s € R? and rotation quaternion q €
R* consists of the covariance matrix . o € R and ¢ € R¢
represent the opacity value and color feature, which are used
for the view-independent color rendering:

N i—1
C:ZciaiH(l—ai), (D
i=1 j=1

where N is the number of Gaussians. Gaussians are opti-
mized to reconstruct the 3D scene through the differential
splatting [32] and adaptive density control [1].

Lifting to 4D Gaussians via Deformation Modeling. Due
to the higher rendering quality and efficiency, we use the
strategy proposed in E-D3DGS [3] for deformation model-
ing. An extra attribute z; is assigned for the given Gaussian
to model the offsets of its attributes at each timestamp. Then
two deformation decoders {Dy,, Dy, } with z; and time
embedding of varying granularities are respectively used to
regress the coarse deformation and fine deformation. The
overall deformation is then calculated as the aggregate of
the coarse and fine components.

B. Supercharging Steganographic Attributes into Deforma-
tion Modeling

In contrast to existing Gaussian Splatting methods with
extra attributes [3], [33], [34], we introduce an innovative
extra composite attribute f € R (M is the dimension of
f) for each Gaussian. This attribute is ingeniously designed
to capture the dual concept of hiding information in defor-
mation, essentially serving both deformation modeling and
implicit information embedding. This dual-purpose approach
not only enhances the security of embedded information but

also maintains the integrity of the 4D representation, crucial
for trustworthy robot training scenarios.

Following [3], Hide-in-Motion employs two coarse and
fine deformation decoders {Dy,, Dy, } for multi-granularity
deformation modeling, where the decoder uses the composite
feature f, and time embedding of each granularity as input:

AG;= Y AGI, where AG] =
je{e.f}

Dej (.fzv 7j(t))7 2

where j € {c, f} denotes various granularities and ~;(t)
denotes the time embedding of corresponding granularity.
The final deformed Gaussian at the given timestamp is
represented as: G = {G; + AG,, f}.

Effectively, the interaction of composite attributes with
implicit information embedding will be discussed in detail
in Sec. [lI-C] It’s important to note that simply removing
f would cause Hide-in-Motion to lose its ability to model
dynamic scenes effectively. This interdependence between
the composite attribute and the dynamic scene modeling
serves as an additional layer of security, making it extremely
challenging for unauthorized parties to extract or manipulate
the embedded information without compromising the entire
4D representation. Consequently, the Composite Attribute
not only facilitates advanced deformation modeling but also
effectively ensures the security and integrity of the embedded
implicit information, aligning perfectly with the requirements
for protecting the property rights and privacy of 4D assets.

C. Decoupling Feature Field for Steganographic Output

After deformation in the specified timestamp, Hide-in-
Motion performs decoupled rendering for dynamic recon-
struction and implicit information recovery. With the given
viewpoint P, Hide-in-Motion can get the rendered image
I,,.q with the deformed color feature and opacity in Eq. E
As described in Eq. 3] we use L1 loss between the ground
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Fig. 3: Comparison of steganographic methods on HyperNeRF Dataset [19]: LSB, DeepStega, StegaNeRF, and our Hide-in-
Motion. Each row shows rendered images and residual error with GT for normal and check views. Our method demonstrates
superior visual quality and effective information hiding, evident from the contrast between normal and check view maps.

truth image I, and the predicted rendering I,.q to super-
vise the rendering process.

Lr = ‘Ipred - Igt|~ (3)

While for the check viewpoint P., where we intend
to embed implicit information, Hide-in-Motion renders a
composite feature map F' containing implicit information
from the composite attribute as described in Eq. [}

N i—1
F=3 fioi][(1-a) “
i=1 j=1

To facilitate implicit information recovery, a decoder Dy is
used for decoupling the implicit information H ,;..q from the
composite feature map F'. Consistent with the approaches
presented in [14], [16], Hide-in-Motion incorporates implicit
information embedding through supervision during training.

Hpred = DO(F)a LZ == ‘Hpred - Hgt‘v (5)

We utilize a invalid information to supervise the output of
decoder on normal view P, to prevent the decoder from
overfitting the implicit information, which is referred as £, .

Ln=LI+Ly, L =|Hprea— Hinpatia|- (6

Consequently, this decoupling strategy allows Hide-in-
Motion to embed hidden information in 4D Gaussian rep-
resentations while preserving high-quality dynamic scene
reconstruction. Our approach ensures the embedded data
remains imperceptible in standard renderings while being
recoverable from specific viewpoints (as the check viewpoint
P.) [35]. This functionality supports both copyright and
privacy protection effectively.

D. Instilling Ownership Information via Opacity-guided
Adaptive Strategy

During the training process, thousands of Gaussians are
employed to represent the 3D or 4D scene [1], [37]. However,

there exists a considerable number of insignificant Gaussians,
which either exhibit low opacity or are rarely ‘hit’ by rays
from pixels during rendering. An intuitive idea is to embed
the implicit information within the insignificant Gaussians.
Driven by this insight and inspired by the global score
utilized in [37], we propose our Opacity-Guided Implicit
Embedding which intends to embed implicit information in
insignificant Gaussians. Firstly, based on the opacity « and
‘hit’ times during rendering, we utilize an opacity-guided
score o} to metric the importance of the i-th Gaussian at
timestamp ¢, which is shown in Eq.

H W
0f =Y Y UG, Prw:t) - i - V(si) 0]

h=1w=1
where the indicator function 1(G}, Py, t) denotes whether
the pixel p,,, hits the ¢-th Gaussian at timestamp ¢ and
V(s) = 4ms1sas3/3 represents the volume of Gaussian
with the scale factor s. With the calculated o! for each
Gaussian, we divide the Gaussians at time t into two sets:
Important S; = {i|¢ > h} and Unimportant Sy = {i|i <
h}, where h is the threshold for classification. To embed
implicit information into Sy;, we remove the gradients of Sy
respected to Ly during the optimization process.

oL oL 0Ly

oG,  0G, 0G)’
Effectively, the derived opacity-guided strategy enhances
the robustness of embedded information while minimizing
impact on visual quality. By leveraging Gaussian repre-
sentation characteristics, our approach seamlessly integrates
ownership information, crucial for establishing trustworthy
and verifiable 4D assets in robot training.

Vi e Sr. (8)

IV. EXPERIMENTS
A. Experimental Settings

Datasets. Following [3], [2], we utilize two widely recog-
nized dynamic datasets: HyperNeRF Dataset [19] and Neural
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3D Video Dataset [36]. For HyperNeRF Dataset [19], we
utilize all frames of four scenes: {Banana, Broom, Chicken,
3D-Printer}. Neural 3D Video Dataset [36] has 20 multi-
view videos with long duration and various movements.
Following the setting in [3], we use six scenes of Neu-
ral 3D Video Dataset [36]: {coffee_martini, cook_spinach,
cut_roasted_beef, flame_salmon, flame_steak, sear_steak).
Metrics. Following [14], [30], [16], PSNR and SSIM are
employed to measure the quality of recovered implicit infor-
mation. Additionally, we utilize PSNR, SSIM, and LPIPS as
metrics to evaluate the rendering quality of dynamic scenes.
To evaluate the performance, we use four widely recognized
techniques: LSB [38], DeepStega [10] and StegaNeRF [14]
for comparison and we use these 3D steganography methods
on 4D dynamic scenes reconstruction based on [3].

Implementation Details. For the main experiments, we
use 2D images as target implicit information and follow
the setting of [14], [30]. Data from other modalities as
hidden information will be discussed in Sec.[I[V-D] A simple
U-Net is utilized as the decoder for implicit information
embedding [39]. The learning rate of the detector is set to
le — 4 and the threshold h for Opacity-guided Adaptive
Strategy is set to the 80% maximum value of the current

pixels’ scores. Other settings on HyperNeRF Dataset [19]
and Neural 3D Video Dataset [36] as [3].

TABLE I: Quantitative Results of scene rendering and im-
plicit information recovery on HyperNeRF Dataset [19]

Dynamic Rendering Implicit Recovery
Method PSNRT  SSIMT LPIPS| | PSNRT  SSIM{T
E-D3DGS [3] \ 25.641 0.714 0.283 \ -

LSB [38] 24.956 0.688 0.323 8.436 0.075
DeepStega [10] 23.674 0.639 0.406 11.087 0.162
StegaNeRF [14] | 25.099 0.688 0.332 48.508 0.998
Hide-in-Motion | 25.573 0.709 0.297 50.341 0.998

B. Experimental Results

Experimental results on HyperNeRF Dataset [19] and
Neural 3D Video Dataset [36] are respectively shown in
Tab. [l and Tab. [ We can observe that even traditional
methods, such as LSB [38] and DeepStega [10], which are
built upon dynamic Gaussian Splatting methods [3], still fail
to effectively embed implicit information into 4D assets.
LSB [38] and DeepStega [10] yield lower performance
metrics, with PSNR values below 15 and SSIM scores



TABLE II: Quantitative Results of scene rendering and im-
plicit information recovery on Neural 3D Video Dataset [36]

Implicit Recovery Watermark
Method PSNRT SSIM{ LPIPS| | PSNRT  SSIM{
E-D3DGS [3] | 31.500  0.938 0.149 | - -
LSB [38] 30721 0.925 0.158 8.647 0.083
DeepStega [10] | 29.827  0.905 0.172 12.031  0.182
StegaNeRF [14] | 30.615  0.923 0.163 | 47432  0.995
Hide-in-Motion | 31.471  0.935 0.153 | 50.075  0.998

under 0.20. This limitation adversely affects the overall
performance of dynamic scene reconstruction, resulting in a
decline of 0.6 to 1.9 in PSNR across both datasets. To bridge
performance gap between the NeRF-based methods and
Gaussian Splatting based methods, we employ a comparative
approach built on [3] that adds hidden information with the
strategy proposed in StegaNeRF [14]. While we find that
directly using the steganography method proposed in [14]
will lead to performance decline in dynamic reconstruction.

Visual results are shown in Fig. B and Fig. @} LSB [38]
and DeepStega [10] fail to recover the implicit information
from the 4D assets, while StegaNeRF [14] has a perfor-
mance decline on reconstruction. Compared to standard E-
D3DGS model (without embedding implicit information),
Hide-in-Motion only have a under 0.05 lower SSIM but
a higher PSNR on both datasets, which indicates that Hide-
in-Motion conceals the implicit information into 4D assets
with almost no performance decline, thereby protecting the
copyright property and privacy of 4D assets.

TABLE III: Ablation study of the components of Hide-in-
Motion on HyperNeRF Dataset [19].

Dynamic Rendering Watermark
Method PSNRT  SSIM{ LPIPS| | PSNRT  SSIM{T
E-D3DGS | 25641 0714 0283 | - -
Hide-in-Motion | 25.573  0.709 0297 | 50.341  0.998
w.o. C.A. 25.103  0.689 0.318 | 49.935  0.998
w.0. D.R. 23.197  0.597 0.583 12.042  0.238
w.0. O.A. 25.059  0.703 0.311 50274  0.998

C. Ablation Studies

To demonstrate the effectiveness of each component of our
method, we perform ablation experiments on HyperNeRF
Dataset [19]. The experimental results of the ablation study
are presented in Table In this table, w.o. C.A. refers
to a version of Hide-in-Motion that omits the composite
attribute, relying solely on a decoder to recover implicit
information. The w.o. D.R. condition illustrates the method
rendering both the dynamic scene and implicit information
from a decoupled feature map. w.o. O.A. represents Hide-
in-Motion without the Opacity-guided Adaptive Strategy
introduced in Sec. [[II-D} We can observe that the composite
attribute supercharges the implicit information into deforma-
tion modeling. The results for w.o. D.R. indicates that when

this additional attribute is employed for deformation mod-
eling, implicit information embedding, and image rendering
simultaneously, neither task can be fully learned. Therefore,
the Decoupled Rendering Strategy is crucial for effectively
embedding implicit information and accurate reconstruction.
The performance decline observed in w.o. O.A. illustrates
that the Opacity-guided Adaptive Strategy effectively embeds
information within Gaussians with lower opacity and fewer
occurrences of being hit during rendering. Overall, the main
components of Hide-in-Motion are essential for embedding
implicit information during dynamic reconstruction, thereby
safeguarding the copyright of 4D assets.

D. Further Empirical Results

We further explore the capacity of Hide-in-Motion to em-
bed implicit information from various modalities, including
text, QR codes, audio, and video. In our implementation,
we enhance the decoder by introducing modality-specific
decoders tailored to each input type. This targeted approach
allows for optimized performance across different forms
of data. Following [30], we employ a range of metrics
specific to each modality: accuracy for text; SSIM for QR
code; PSNR for audio and video. The experimental results,
illustrated in Fig. 5] unequivocally demonstrate that Hide-
in-Motion effectively embeds a diverse array of implicit
data modalities within 4D assets while achieving remarkable
recovery performance. This advancement not only highlights
the versatility of our approach but also paves the way for
the practical application of steganographic techniques in
copyright protection and secure data transmission related to
4D assets. By addressing the varied requirements of different
data types, our method significantly contributes to enhancing
the security and integrity of digital assets. Furthermore, our
research investigates the performance of Hide-in-Motion un-
der varying embedding capacities, demonstrating its scala-
bility and potential to accommodate diverse steganographic
requirements across different application scenarios, from
lightweight watermarking to complex information hiding.

V. CONCLUSION

As dynamic reconstruction techniques utilizing Gaussian
splatting gain prominence, the safeguarding of copyright and
the security of 4D assets become paramount concerns. In this
paper, we propose the first steganographic method Hide-in-
Motion which efficiently embed implicit information in 4D
assets through deformation modeling, with almost no perfor-
mance decline of dynamic reconstruction. Our study illus-
trates that the exemplary performance of Hide-in-Motion is
not only evident in both tasks but also extends to data across
diverse modalities, thereby highlighting its effectiveness and
versatility in a wide range of applications. This work not only
enhances copyright protection and secure data transmission
for 4D assets but also facilitates the development of reliable
and verifiable robotic learning systems, highlighting the
essential role of data provenance and integrity.
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